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| have built technology products for Fortune 500
companies like MasterCard, Metlife and Adobe. |
have also built and scaled data-driven, intelligent
technology platforms for hedge funds, finance, e-
commerce, travel and healthcare companies.

| consult for and advise multi-million-dollar companies
and startups on the application of artificial
intelligence, machine learning, big data and
Blockchain to solve real world problems.
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LEDGER

A collection of transactions
or data



| TRANSACTION

An asset transfer onto or
off the ledger



- CONTRACT

Conditions for transaction to
occur



NODES

Network participants in a
distributed ledger network



PEER-TO-PEER (P2P) NETWORK

A decentralized /distributed
network of nodes that stores,
updates, and maintains o
distributed ledger



| CENTRALIZED LEDGER
Centralized Ledger

All parties reconcile their local databases with a

= centralized electronic ledger that is maintained
L1 = and controlled by a trusted central party.
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DISTRIBUTED LEDGER

A consensus of replicated,
shared, and synchronized
digital data geographically
spread across multiple nodes



PUBLIC KEY CRYPTOGRAPHY

An asymmetric encryption
scheme that uses two sets of
keys: a public key that is widely
disseminated and a private key
that is only known to the owner
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Alice has two keys: a public key which she shares with
the entire network and a private key which is only known
to Alice.

1. ?1 *
Private Key Public Key *

Network participants receive the digital message with a

digital signature.
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Alice uses her private key to encrypta “hash” of the digital
message which is then propagated to the entire network.
The encrypted hash is called the “digital signature”.

{Jri'nal Massage

Bob can then use Alice’'s public key (which she has
shared with him) to validate that the digital message was
encrypted with Alice’s private key and that Alice is the
sender of the message.

4. This message is from Alice.
She signed it!

Alice’s
Public Key




CONSENSUS ALGORITHM

A consensus algorithm is a
process in computer science
used to achieve agreement on a
single data value among
distributed processes or systems.



SMART CONTRACT

A permanent and
immutable collection of
code that runs on the
blockchain



Distributed Ledger
Technology

Blockchain

DLT AND
BLOCKCHAIN

Directed
Acyclic
Graphs




WHAT IS DISTRIBUTED
LEDGER TECHNOLOGY

(DLT)?

A technology that allows for transactions
and data to be recorded, shared, and
synchronized across a distributed
network of nodes using cryptographic
tools and a distributed consensus process
in an immutable manner




Participant
B’s records

Bank
records

Participant
A’s records

Auditor
records

Insurer
records

Regulator
records

PR 0 BLEM ST ATEMENT | Business networks are inefficient,

expensive and vulnerable




WHAT IS A

BLOCKCHAIN?

A decentralized, distributed and public/private
digital ledger

A type of data structure that stores and transmits
data in packages called ‘blocks’ that are
connected to each other in a digital ‘chain’

Blockchains employ cryptographic and
algorithmic methods to record and synchronize
data across the network in an immutable manner

Data records are added to the blockchain when
multiple distributed parties come to consensus
based on pre-agreed rules
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TYPES OF
BLOCKCHAINS

Private,
Permissioned




PUBLIC BLOCKCHAIN

A public blockchain network is completely
open and anyone can join and participate
in the network. The network typically has
an incentivizing mechanism to encourage
more participants to join the network

Eg. Bitcoin, Ethereum



PRIVATE, PERMISSIONED BLOCKCHAIN

A private blockchain network requires an
invitation and must be validated by either the
network starter or by a set of rules put in place
by the network starter. A permissioned network

places restrictions on who is allowed to participate
in the network, and only in certain transactions.

Eg. Hyperledger



HOW DOES BLOCKCHAIN WORK?

How a BlocKchain Works

&

The transaction Is represented

online as a "block”

&

A wants to send
monay to B

The block Is broadcast to
every party In the network

a blockchain
works

The money moves a

fromAtoB

- IR IR

The block then can be added

Those In the network approve

the transaction is valid

ta the chain, which provides
an indelible and transparent
record of transactions
Source: Lykke




WHAT ARE THE KEY BENEFITS OF BLOCKCHAIN
TECHNOLOGY TO BUSINESSES?



BLOCKCHAIN APPLICATIONS
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Financial Public Sector Retail Insurance Manufacturing
Trade Finance Asset Supply chain Claims Supply chain
Cross currency Registration Loyalty programs  Processing Product parts
payments Citizen ldentity Information Risk provenance  paintenance
Mortgages Medical records sharing (supplier = Asset usage tracking

Medicine supply ~ ~ retailer) history
chain Claims file



EXAMPLE 1: BITCOIN & CRYPTOCURRENCIES
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: ) cryptocurrency (coins), wem
Transaction requested Broadcast to P2P-network / T ] Validation smart contracts and
Nodes Validation

other messages or data

o q
V o_ Transaction combined
® with other transactions
to create a new )
Transaction completed New block is added to existing blockchain block of data

o ©
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Cryptocurrency Q U—
Cryptocurrency is a medium of exchange, created
O and stored electronically in the blockchain, using
encryption techniques to control the creation of
monetary units and to verify the transfer of funds.
Bitcoin is the best known example
Has no intrinsic Has no physical Its supply is not
value in that it is not form and exists only determined by a central
redeemable for in the network bank and the network is

another commodity,

completely decentralized
such as gold



EXAMPLE 2: AUDIT AND COMPLIANCE

What - Financial data in a large organization dispersed Benefits

throughout divisi d hi ‘
roughout many divisions and geographies 1. Lowers cost of audit and

 Audit and Cqmpliance need_s indeliple record of all regulatory compliance
key transactions over reporting period

2. Provides “seek and find”

How * Blockchain collects transaction records from diverse access to auditors and
set of financial systems regulators
* Append-only and tamperproof qualities create high 3. Changes nature of

confidence financial audit trail ,
compliance from

* Privacy features to ensure authorized user access passive to active

@ 2017 IBM Corporation




EXAMPLE 3: SUPPLY CHAIN

What - Provenance of each component part in complex
system hard to track

« Manufacturer, production date, batch and even
the manufacturing machine program

How * Blockchain holds complete provenance details
of each component part

 Accessible by each manufacturer in the production
process, the aircraft owners, maintainers and
government regulators

© 2017 1BM Corporation

Benefits

Trust increased, no authority
"owns” provenance

Improvement in
system utilization

Recalls "specific”
rather than cross fleet



THANK YOUI!

Contact Details
E: er.ishmeetsingh@gmail.com

M: +91 958 221 8730
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